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Definitions and Abbreviations 
 
 

Audit = A systematic, independent and documented process for 
obtaining evidence and evaluating it objectively to determine 
the extent to which the criteria established by or for Sif with 
respect to the privacy policy or legislation are met 

BSN = Burger Service Nummer, citizen service number  
Centrally managed ICT facilities = Applications whose technical and functional application 

management is the responsibility of the ICT department 
Consent = Any freely given, specific, informed and unambiguous 

indication of the data subject's wishes by which they, by a 
statement or by a clear affirmative action, signify agreement 
to the processing of personal data relating to them 

Controller = Any natural or legal person, public authority, agency or other 
body which, alone or jointly with others, determines the 
purposes and means of the processing of personal data 

CV = Curriculum Vitae 
Data breach = Access to or destruction, modification or release of personal 

data at Sif without this being the intention. A data breach 
therefore not only includes the release of data, but also the 
unlawful processing of data 

Data subject = An identified or identifiable natural person. An identifiable 
natural person is one who can be identified, directly or 
indirectly, in particular by reference to an identifier such as a 
name, an identification number, location data, an online 
identifier or to one or more factors specific to the physical, 
physiological, genetic, mental, economic, cultural or social 
identity of that natural person 

DNS = Domain Name System 
DPA = Dutch Data Protection Authority 
DPO = Data Protection Officer 
EEA = European Economic Area 
GDPR = General Data Protection Regulation 
General Data Protection 
Regulation (Implementation) Act 

= This law implements and supplements the GDPR 

HTTPS = Hypertext Transfer Protocol Secure 
ID = Identification card 
Insider = Anyone who has possession of or access to price-sensitive 

information. These individuals are added to Sif's insider list 
IP = Internet Protocol 
ISO = Information Security Officer 
IT&ISD = IT & Information Security Director 
Personal Data = All information about a data subject 
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Processing = Any operation or set of operations performed on personal 
data or on sets of personal data, whether or not by automated 
means, such as collection, recording, organisation, 
structuring, storage, adaptation or alteration, retrieval, 
consultation, use, disclosure by transmission, dissemination 
or otherwise making available, alignment or combination, 
restriction, erasure or destruction of data 

Processing Agreement = A contract binding the processor to the controller, specifying 
the subject matter and duration of the processing, the nature 
and purposes of the processing, the type of personal data and 
categories of data subjects, and the rights and obligations of 
the controller 

Processor = A processor under the GDPR. A natural or legal person, public 
authority, agency or other body which processes personal 
data on behalf of the controller 

Processors Register = An overview of (sub) processors of Sif 
R&CD = Risk & Compliance Director 
URL = Uniform Resource Locator 
USB = Universal Serial Bus 
UWV = Uitvoeringsinstituut Werknemersverzekeringen, Employee 

Insurance Agency 
VOG = Verklaring Omtrent Gedrag, Certificate of Good Conduct 
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Summary 
 
 

The starting point of this privacy policy of Sif Holding N.V. is that personal data is processed in accordance with the 
applicable laws and regulations.  
 
Transparency in the processing of personal data is a crucial part of the General Data Protection Regulation (GDPR). 
Principles such as proper and careful processing are also taken into account. In each case, the interests of Sif must 
be weighed against the interests of the data subject to make free choices regarding their personal data.  
  



Uncontrolled when printed or downloaded. 
Check Portal for latest revision. 

Policy 
Privacy Policy 

   
 
 

 
Document no.: POL-15 
Revision no.: B 
Date: 27-05-2025 
Page: 7 of 19 

 

1. Policy Principles for the Processing of Personal Data 
 
 

This privacy policy of Sif Holding N.V. including its majority shareholdings (hereinafter: Sif) is designed to ensure 
that personal data is processed in accordance with the applicable laws and regulations.  
 
Transparency in the processing of personal data is a crucial part of the General Data Protection Regulation (GDPR). 
Principles such as proper and careful processing are also taken into account. In each case, the interests of Sif must 
be weighed against the interests of the data subject to make free choices with regard to their personal data.  
 
In order to comply with the above, the following principles apply: 

• All processing of personal data has a statutory basis as indicated in the GDPR and the Dutch GDPR 
(Implementation) Act 

• Prior to processing, the legitimate purposes are formulated. The purposes for which the personal data is 
processed are expressly and clearly stated in plain language 

• The processing of personal data is relevant given its purpose. This means that the amount and type of 
personal data is limited to the personal data deemed necessary for the purpose specified 

• The processing of personal data is in reasonable proportion to the intended purpose. In line with this, the 
processing of personal data is carried out in the least intrusive manner 

• Technical and organisational measures will be taken to ensure that the personal data to be processed is 
accurate and up to date 

• Personal data is appropriately secured in accordance with applicable security standards 
• Personal data is not further processed in a manner incompatible with the purposes for which it was 

originally obtained 
• Personal data is not processed for longer than is deemed necessary for the purposes established for the 

processing. To this end, the retention periods as et out in the “Overview of retention periods for general 
business documents” are observed 

• The rights of data subjects are respected and observed. 
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2. Personal Data 
 

 
Personal data relates to a natural person who can be identified by that data. Identification can be done using the 
information on its own or in combination with other information available to Sif or a (sub)processor. The processing 
of personal data is based on the GDPR. In any event, Sif processes personal data of the following groups of 
persons:  

• Employees 
• (Sub)processors 
• Service providers and subcontractors 
• Visitors to its business locations 
• Agency workers (recipients) and seconded workers 
• Self-employed workers 
• Applicants 
• Agents and consultants 
• Employees' contact persons 
• Contact persons of (prospective) customers and those of their customers 
• Contact persons of (potential) processors 
• Contact persons of (potential) suppliers 

 
2.1 General 
Personal data relates to a natural person who can be identified by that data. Identification can be done using the 
information on its own or in combination with other information available to Sif or a (sub)processor. The processing 
of personal data is based on the GDPR.  
 
2.2 Special-category Personal Data 
The GDPR distinguishes between regular personal data and special categories of personal data. Regular personal 
data includes, for example, name, address, place of residence, a telephone number, IP address or car registration 
number. Special-category personal data is data about a person's religion or belief, race, political opinion, health, 
sexual orientation or preference, trade union membership, processing of genetic data, and biometric data for the 
purpose of uniquely identifying a person.  
 
In principle, it is prohibited by law to process special-category personal data, unless there is a statutory basis as 
referred to in GDPR Article 9 paragraph 2. These include explicit consent from the data subject or a substantial 
public interest. The processing of special-category personal data is subject to stricter information security 
requirements. Where basic protection is insufficient for the processing of special-category personal data, Sif will 
take appropriate technical and organisational security measures. 
 
In any event, Sif processes the following personal data of its employees: 

• Notification of sickness absence, incapacity for work and rehabilitation data (not medical data) in the 
context of the Eligibility for Permanent Incapacity Benefit (Restrictions) Act 

• Notification of pregnancy (also towards UWV Employee Insurance Agency) 
• Copy of valid ID document 
• Registration of tax settlement of trade union membership 
• If necessary, a Certificate of Good Conduct (VOG) 
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3. Scope 
 

 
This policy applies to the board, management, employees and hired staff who process personal data on behalf of 
Sif or have this processed. This also includes majority stakes in Sif, unless specific agreements have been made 
with the board. 
 
 
3.1 Overlap with Information Security 
Sif has its own Information Security Policy which ensures the careful handling of personal data. Accordingly, the 
implementation of this privacy policy will be carried out in collaboration with the IT & Information Security Director1. 
 
 
3.2 Responsibilities 
 
3.2.1 Sif Management Board 
The Sif Management Board determines the policy, measures and procedures regarding the processing of personal 
data. 
 
Sif is ultimately responsible for the careful and lawful processing of personal data for all Sif departments in the 
Netherlands.  
 
 
3.2.2 Information Security Officer 
Under the GDPR, Sif is not obliged to appoint a Data Protection Officer (hereinafter: DPO). In order to guarantee the 
processing of personal data, Sif has appointed an Information Security Officer (hereinafter: ISO). The ISO acts in the 
first line and is directly involved in the operational implementation of the rights and obligations under the GDPR. 
 
 
3.2.3 Risk & Compliance Director 
The Risk & Compliance Director (hereinafter: R&CD) is responsible for setting up privacy procedures and 
adequately equipping those within the organisation who play a role in the field of privacy. 
 
The R&CD acts in the second line and periodically reviews the privacy policy. Where necessary, the R&CD provides 
information about the processing of personal data to managers, employees and other relevant persons within Sif 
with a view to promoting privacy awareness within Sif. They do this, for example, by providing information material 
via internal communication channels such as email, the employee portal and the staff magazine, and by providing 
training.  
 
The R&CD serves as a contact person to the Dutch Data Protection Authority (hereinafter: DPA).  
 
 
 

 
1 The IT & Information Security Director's duties and role are laid down in the Information Security Policy. 



Uncontrolled when printed or downloaded. 
Check Portal for latest revision. 

Policy 
Privacy Policy 

   
 
 

 
Document no.: POL-15 
Revision no.: B 
Date: 27-05-2025 
Page: 10 of 19 

 

3.2.4 IT & Information Security Director 
The IT & Information Security Director (hereinafter: IT&ISD) ensures that the centrally managed ICT facilities are 
brought into line with the privacy policy, to the extent that this is technically possible. Any content deviation from 
the privacy policy will be submitted to the ISO and must be approved by the ISO. In line with this, the IT&ISD 
ensures that future centrally managed ICT facilities are tested against the privacy policy. Content deviations are 
approved by the ISO prior to implementation.  
 
When acquiring, developing and maintaining centrally managed ICT facilities, privacy considerations are included 
in the design of (new) processing of personal data from the outset. The ISO may ask the IT&ISD for support. 
 
 
 

4. Processing of Personal Data 
 

 
In principle, Sif does not exchange personal data (either internally or externally) without the ISO's written 
permission. In addition, Sif is committed to meeting its obligations under the GDPR. Sif does this by: 

• Processing personal data designated by the management  
• Keeping personal data up to date  
• Not collecting excessive amounts of personal data or retaining data for longer than necessary 
• Protecting personal data from loss, misuse, unauthorised access and disclosure 
• Ensuring that appropriate technical measures are taken to protect personal data 

 
 
4.1 Purposes of the Processing of Personal Data 
Sif processes personal data for the following purposes: 

• Compliance with contractual obligations 
• Compliance with statutory obligations 
• Compliance with administrative obligations 
• For the purposes of its security protection 
• For other purposes necessary to carry out work 

 
For each processing operation, the extent to which the processing is necessary for the ultimate purpose will be 
assessed. This assessment takes into account aspects such as balancing of interests, effectiveness, 
proportionality and subsidiarity2. Personal data will not be processed if this proves to be incompatible with the final 
purpose.  
 
 
4.2 Lawful Processing of Personal Data 
Sif's personal data processing is based on one of the legal grounds as described in GDPR Article 6 for regular 
personal data or in GDPR Article 9 for special-category personal data. 
 

 
2 This means that normally the measure that has the least impact on data subjects must be chosen  
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4.3 Personal Data Retention Periods 
Sif will not keep personal data for longer than reasonably necessary. Sif has a data retention policy in place that 
applies the statutory terms as much as possible. The “Overview of retention periods for general business 
documents” is used as a starting point for this. After the specified retention period has expired, personal data will 
be destroyed in an appropriate manner, unless the personal data is intended for historical, statistical or scientific 
purposes. In that case, the personal data will be archived (digitally) and anonymised to the extent possible. 
 
 
4.4 Types of Personal Data Processed Within Sif 
 
4.4.1 In the context of website visits 
Data is collected from visitors via Sif's websites. This involves the use of cookies and forms where visitors can leave 
their contact details. For the purpose of this collection, Sif has a cookie statement and a privacy statement that can 
be read by visitors via the Sif websites. Where non-functional cookies are used, visitors are asked for permission in 
advance. 
 
 
4.4.2 In the context of the Compulsory Identification Act and (tax) legislation 
The following personal data is processed by Sif or a payroll administrator instructed by Sif in the context of the 
Compulsory Identification Act and the (tax) legislation relating to payroll processing: 

• First name 
• Prefix 
• Surname 
• Address 
• Telephone number 
• Email address (home) 
• Date of birth 
• Gender 
• Payroll details 
• Pension and insurance details 
• Copy of valid ID document 
• Copy of bank card 
• BSN 
• Information about (wage) attachments 
• Data on partner and children 
• For temporary staff Copy of A1 certificate 
• Membership of trade unions for the purpose of tax settlement of trade union contributions 
• Copy of work/residence permit 
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4.4.3 Personal data in the context of sickness absence registration 
As part of its sickness absence registration, Sif collects: 

• Sickness report date 
• Recovery notification date 
• Job title 
• Number of sickness reports in a certain period 
• Sickness absence frequency 
• Duration of sickness absence 
• Sickness absence percentage 
• Sickness absence history 
• Compound absence date 
• Documentation in the context of the Eligibility for Permanent Incapacity Benefit (Restrictions) Act and/or 

UWV Employee Insurance Agency and/or working conditions service 
• Documentation in the context of national insurance and employee insurance 
• Insurance information 
• Intervention process information (not medical data) 

 
 
4.4.4 Personal data of applicants 
During the application process, Sif processes the following information of the applicants: 

• First name 
• Prefix 
• Surname 
• Address 
• Telephone number 
• Email address (home) 
• Date of birth 
• Job title/line of work applied for 
• CV and application letter 
• Photo 

 
 
4.4.5 In the context of newsletters 
The following personal data is processed for the purpose of newsletters: 

• First name 
• Prefix 
• Surname 
• Email address 
• Company name 
• Job title 
• Home addressesc 
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4.4.6 Personal data through attendance registration and camera surveillance on company 
premises 

Sif uses access registration by means of a badge to which the employee’s name and number are linked. Sif also 
uses camera surveillance to monitor property on company premises and in company buildings. The cameras are 
positioned in such a way that they are directed as little as possible at public roads or the property of others. Where 
camera surveillance is used, employees and visitors are alerted to this by means of signs. In this context, see the 
Protocol for camera security systems on the Sif portal. 
 
 
4.4.7 Personal data from visit to Roermond location 
The following personal data is processed for every visitor to Sif in Roermond: 

• First name 
• Surname 
• Mobile number/direct telephone number 
• Company name 
• Registration number 

 
 
4.4.8 Personal data from visit to Maasvlakte 2 terminal 
In connection with the International Port and Post Security, every visitor to the terminal is required to register 24 
hours in advance. The following personal data is processed: 

• First name 
• Surname 
• Mobile number/direct telephone number 
• Email address 
• Company name 

 
 
4.4.9 Personal data for travel 
Employee travel is booked by an external party. Sif has concluded a processing agreement with this external party. 
In this context, the following personal data is processed:  

• First name 
• Surname 
• Date of birth 
• Passport document number 
• Date of issue and date of expiry of passport 
• Home address, if relevant 
• Frequent Flyer card numbers, if any 
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4.4.10 Personal data for registration for congresses and other events 
In this context, the following personal data is processed:  

• First name 
• Surname 
• Date of birth 
• Email address 
• Telephone number 
• Job title 

 
 
4.4.11 Personal data for the insider list (applies only to insiders and relatives) 
In this context, the following data is processed: 

• First name 
• Surname 
• Birth names 
• Telephone number (business) 
• Job title 
• Date of birth 
• BSN 
• Nationality 
• Telephone number (home) 
• Address (home) 

 
 
4.4.12 Personal data in the context of information security 
In order to protect the Sif network, an application is used that analyses employee network traffic. 

• First and last names (user) 
• Business email address (user) 
• Business telephone number (user) 
• DNS query data in DNS logs (domain, DNS record, DNS response, IP address, email address of the user) 
• Device ID 
• IP Logs 
• HTTP traffic & HTTP header info (e.g. URL), ex HTTP body content  

 
 
4.5 Further processing of personal data 
If Sif wishes to use the personal data for a purpose other than the original purpose, Sif will first notify the data 
subject(s). This notification is given in writing. The data subject(s) will be asked for consent for the new processing 
purpose.  
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5. Processing Agreement 
 

 
If personal data is processed by an external party, this operation will be recorded in a written agreement between 
Sif, the controller and the processor. Sif takes the position here that its standard processing agreement serves as a 
starting point for determining the content of the processing agreement. 
 
 
5.1 Processing Register 
Sif maintains a Processing Register in which all processing agreements are recorded, including the characteristics 
to enable them to be managed properly. The ISO is responsible for the design and content of the Processing 
Register. 
 
Sif collects information about all processing of personal data in a register. The Processing Register contains at least 
the following information: 

• Name and contact details of the controller 
• Purposes of processing 
• Description of the type of personal data and the associated data subjects 
• Description of the recipients of the personal data 
• Description of the sharing of personal data with a third country or international organisation 
• The periods within which the various personal data must be deleted 
• General description of the security measures.  

 
 
 

6. Transfer of Personal Data to Third Parties 
 

 
6.1 Transfer of Personal Data within the EEA 
Within the European Economic Area (EEA), the level of data protection is the same. This is because all EEA 
countries must comply with the GDPR.  
 
Personal data will only be provided to external parties within the EEA if the transfer has a legal and/or contractual 
basis. Special-category personal data is not provided to third parties without the explicit consent from the data 
subjects and/or a statutory basis. 
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6.2 Transfer of Personal Data outside the EEA 
Personal data will only be transferred to external parties located outside the EEA if – in addition to the conditions 
mentioned under 5.1 – the country/organisation in question as a whole guarantees an adequate level of protection. 
To assess whether the country offers an adequate level of protection, the European Commission's list of countries 
is consulted3. In principle, no personal data will be transferred to third countries that do not appear on the 
aforementioned list of countries of the European Commission, unless a legal exception exists as referred to in the 
GDPR or data subjects give written consent for this. 
 
If Sif uses the services of a processor, this processor, or an assistant processor deployed by it, may only transfer 
personal data outside the EEA after explicit written permission from Sif. 
 
 
 

7. Rights of Data Subjects 
 

 
7.1 General 
The following rights of data subjects will be observed: 

• Right to be informed 
• Right of access 
• Right to rectification 
• Right to erasure ('right to be forgotten') 
• Right to restriction of processing 
• Right to data portability 
• Right to object 
• Rights related to automated decision-making and profiling 

 
 
7.1.1 Right to be informed 
Personal data must be processed lawfully, fairly and in a transparent manner. The GDPR describes the information 
that must be provided to data subjects.  
 
 
7.1.2 Right of access 
Data subjects have the right to ask Sif whether their personal data is processed. If so, data subjects have the right 
to access their personal data or a copy of the data. They can submit a written request to the ISO for this.  
  

 
3 This list contains third countries that, according to the European Commission (EC), provide an adequate level of protection: 
https://autoriteitpersoonsgegevens.nl/en/themes/international/transfer-within-and-outside-the-eea 
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7.1.3 Right to rectification and supplementation 
Data subjects have the right to have their personal data corrected if the data is inaccurate or incomplete. This right 
includes the fact that incomplete data may be supplemented by means of a supplementary statement, so that the 
personal data is complete and accurate. 
 
 
7.1.4 Right to erasure (‘right to be forgotten’) 
The right to have personal data erased, also called the right to be forgotten, is not an absolute right. Data subjects 
have the right to have personal data deleted for one of the following reasons: 

• The personal data is no longer necessary in relation to the purposes for which it was originally collected or 
processed 

• The data subject withdraws consent and there is no other statutory basis for the processing 
• The data subject objects to the processing of the personal data and there are no overriding legitimate 

grounds for the processing 
• The processing of the personal data is unlawful 
• The personal data must be erased to comply with a statutory obligation 

 
 
7.1.5 Right to restriction of processing 
Data subjects have the right to restrict processing of their personal data for one of the following reasons: 

• The accuracy of the personal data is contested by the data subject 
• The processing is unlawful and the data subject opposes the erasure of the personal data 
• Sif no longer needs the personal data, but the data subject needs the data to establish, exercise or defend 

a legal claim 
 
 
7.1.6 Right to data portability 
The right to data portability enables data subjects to obtain and reuse their personal data for their own purposes 
across different services. 
 
The right to data portability only applies: 

• To personal data provided to Sif by the data subject(s) 
• When processing is based on the data subjects' consent or for the performance of a contract 
• When processing is carried out by automated means 

 
 
7.1.7 Right to object 
Where processing is lawful, data subjects may at any time object in writing to the processing of their personal data 
on grounds relating to their particular situation.  
 
 
7.1.8 Rights related to automated decision-making 
Data subjects have the right not to be subjected to a decision based solely on automated processing (including 
profiling) which has legal consequences for them.  
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7.1.9 Costs 
Any information, communication or special offers must be provided to data subjects free of charge, unless such a 
request is manifestly unfounded or excessive, in particular because of its repetitive character. Sif may charge a 
reasonable fee, factoring in the administrative costs of the communication, or deny the request. Before granting the 
request, Sif will inform the data subjects of the costs that will be charged, so that the data subjects can give their 
consent. 
 
If the request is denied, Sif will substantiate the manifestly unfounded or excessive nature of the request.  
 
 
7.1.10 Decision period 
Sif will in any event respond to the data subject(s) within 1 month without undue delay after receipt of the request. 
The period may be extended by 2 months if required by the complexity or number of requests.  
 
If Sif does not take action on the request of the data subject(s), Sif will confirm this to the data subject(s) without 
undue delay and at least within 1 month of receipt of the request. At the same time, Sif will inform the data 
subject(s) about the possibility of filing a complaint with the Dutch Data Protection Authority. 
 
 
7.1.11 Establishing the identity of the person submitting the request 
If Sif has any doubts about the identity of the data subject(s) or that of the person submitting a request on behalf of 
the data subject(s), Sif will request additional information to establish the identity. 
 
 
7.1.12 Submitting a request 
Requests may be submitted in writing to the ISO, who will respond within the applicable decision period referred to 
in 6.3. The request may be emailed to privacy@sif-group.com. 
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8. Incidents Regarding Personal Data 
 

 
8.1 Data Breach 
A data breach occurs when the security of personal data is breached. This means that the personal data is exposed 
to loss or unauthorised processing. For concrete examples, see Annex B.  
 
Once a data breach has occurred and Sif believes that the DPA should be notified4, Sif will report it to the DPA 
within 72 hours of discovery. If this does not happen within 72 hours, a reason for the delay must be added to the 
report. If the breach poses a high risk to the rights and freedoms of data subjects, the data subjects will be notified. 
This notification is simple and clear for the data subjects.  
 
The consideration as to whether the DPA and any data subjects should be informed is one that must be made by 
ISO, IT&ISD and R&CD. The resulting decision is taken by the Board of Directors.  
 
 
8.2 Reporting and Handling 
Any Sif employee who discovers a data breach or suspects that a data breach has occurred or may occur must 
report this immediately via the email address mentioned below. This way, proper action can be taken within the set 
time frame. The email with the report will be sent to the ISO. 
 
The email address for reporting a data breach is datalek@sif-group.com.  
 
 
 

9. Contact Details 
 

 
To exercise all relevant rights and submit a complaint, data subjects can initially contact the ISO at the email 
address: privacy@sif-group.com    
 
 

 
4 The decision on whether a data breach should be reported to the DPA and the data subjects must be well considered. The DPA has set up 
policy rules for this: 
https://autoriteitpersoonsgegevens.nl/sites/default/files/atoms/files/richtsnoeren_meldplicht_datalekken_0.pdf 

mailto:datalek@sif-group.com
mailto:privacy@sif-group.com

